
Welcome to Day 1 of the 
DFIR Summit 

Solutions Track 2024!

Thank you for joining us.



SANS strives to create an atmosphere of learning, growth, and community. We 
value the participation and input, in this event and in the industry, of people of 
all genders, sexual identities, cultural and socioeconomic backgrounds, races, 
ethnicities, nationalities, religions, and ages. 

Please support this atmosphere with respectful behavior and speech. This 
applies to all online interactions including the event Slack channel and in 
Zoom. 

If you witness or experience anything contrary to these guidelines, please tell 
us at: conduct@sans.org

Code of Conduct

mailto:forums@sans.org


Today’s Agenda

Time (MDT) Session Details

10:00am Event Kickoff & Introduction
Jason Jordaan, SANS

10:10am Level Up Player One! - Use of AI technology for accelerating alert summarization and context 
generation
Vincent Stoffer, Corelight

10:45am Agentless Source of Truth: Using Your Network to Identify and Investigate System Intrusions
Rob Mathieson, ExtraHop

11:20am Identity Threat Protection and AI: A Sympatico Relationship
Jeff Carpenter, Delinea

11:55am BREAK

12:10pm Responding to Pikabot: Gotta Evade'em All
Emre Güler, VMRay

12:45pm Reducing Third-Party Application Risks: Shifting Correctly
Sasiel Saadon & Mike Cioffi, Vorlon 

1:20pm Event Recap & Closing Remarks
Jason Jordaan, SANS



Converse with fellow attendees, invited 
speakers, and the SANS staff here:

Join Us on Slack!

summiturl.com/summit-slack

Q&A
Questions for our speakers? All questions 
should be submitted via Slack. Drop them 
in this channel:

#2a-solutions-questions-for-speakers

Channels to Watch:
#01-announcements

#1b-summit-resources

#2-solutions-track-discussion

Need Help?
#0-help

Code of Conduct:
#00-report-conduct

https://summiturl.com/summit-slack


Thank You to Our 
DFIR Summit Sponsors



Level Up Player One! 
- Use of AI technology for accelerating alert 

summarization and context generation

Vincent Stoffer
 Senior Director of Product Management, Corelight

#2a-solutions-questions-for-speakers
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Player One!
Use of AI (LLM) technology 
for accelerating alert 
summarization and context 
generation
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whoami

● Sr. Director of Product Management at Corelight
● Focused on detections + analytics
● 20+ years security & network engineering
● Zeek enthusiast
● Jazz keyboardist
● CISSP, GCIA, GCIH

@@vstoffer www.linkedin.com/in/vincent-stoffer-07057827

http://www.linkedin.com/in/vincent-stoffer-07057827
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Agenda

● The Challenges
● The Corelight Investigator approach

○ Natural language alert review + validation  for Suricata alerts
● Limitations encountered
● Next steps and future work

○ Additional metadata for alert categorization 
(e.g. Mitre ATT&CK coverage) 

○ Alert Assessment
○ Summarizing Zeek data for supporting context 

● Q&A
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The Challenges

● Diverse set of data and alerts
○ Zeek, Suricata, ML, search-based

● Sophisticated users -> less sophisticated
○ Level up our analysts!

● Effective & responsible use of LLM with our customer’s data?
● What is the range of applications and their effectiveness for LLM?
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Investigator users 
rate responses and 
request new 
prompts directly to 
Corelight 
Researchers 
through the UI

4

Corelight researchers 
develop and test prompts 
that deliver alert-specific 
insights, guidance, and 
potential mitigations with 
reasonable accuracy
 

Corelight Researchers

1

Investigator

Vetted GPT prompts 
are loaded into the 
Open NDR platform 
and available to 
Investigator 
customers

2

Customer SOC

Corelight customers get AI-
driven insights directly in 
alert triage workflow with 
no direct access to GPT 
required

3
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GPT integration for enhanced alert review and validation
Suricata Rule
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GPT integration for enhanced alert review and validation
Suricata Rule Description

Generated by 
GPT
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GPT integration for enhanced alert review and validation
Suricata Rule Description
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GPT integration for enhanced alert review and validation
Ask GPT about a ML/notice/Suricata alert

Ask GPT
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Limitations Encountered

● Summaries are good - detections not so much
● Validation is tough - random sampling, user feedback critical
● Prompt engineering takes time and LOTS of experimentation
● Landscape is changing rapidly (e.g. micro models)
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Next steps and future work

● What is the best model 
for further LLM use cases?

● “Crossing the bridge” 
with customer data

● Next steps:
○ Adding rule context (MITRE ATT&CK)
○ Alert Assessment
○ Log summarization + correlation
○ Generating SIEM queries for faster triage
○ Ensembling/correlation of multiple alert types
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Adding Rule Context -
 MITRE ATT&CK 

Rules fed to GPT with heavily 
engineered prompt add in reference 
and contextual details like ATT&CK 
TTPs and, most importantly, reasons 
for their classification.

Tested against existing classifications 
has shown GPT was wrong about 8% 
of the time.

LLM Response:

"mitre_phase": "Command and Control",
  "mitre_tactic_name": "Command and Control",
  "mitre_tactic_number": "TA0011",
  "mitre_technique_name": "Standard Application Layer Protocol",
  "mitre_technique_number": "T1071",
  "attack_reason": "The Suricata rule detects a specific pattern of 
HTTP traffic that is consistent with a command and control (C2) 
beacon used by the Covenant C2 framework. The rule looks for HTTP 
GET requests to URIs with a specific pattern and without certain 
HTTP headers, which can indicate an attempt to communicate with a 
C2 server using common web protocols to blend in with normal 
traffic, a method characteristic of the 'Standard Application Layer 
Protocol' technique."

Prompt with rule 

details

rule: 
alert http $HOME_NET any -> $EXTERNAL_NET any (msg:"CORELIGHT 
LATERAL Covenant C2 Framework HTTP Beacon (default C2 profile)"; 
flow:established,to_server; http.method; content:"GET"; http.uri; 
content:"/en-us/"; startswith; 
pcre:"/^(?:index.html\?page=|docs.html\?type=|test.html\?message=)[0
-9a-zA-Z]{10}&v=1$/R"; http.header_names; content:!"Referer"; 
content:!"Accept"; reference:url,github.com/cobbr/Covenant; 
classtype:trojan-activity; sid:3000106; rev:1; 
metadata:mitre_tool_id S0002, mitre_tactic_id TA0011, 
mitre_technique_id T1132;)

http://github.com/cobbr/Covenant
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Alert Assessment

Alerts fed to GPT with heavily 
engineered prompt to provide 
assessment of risk value, certainty, 
and rationale.

LLM Response:

**Risk Assessment:**
- **Risk Value:** 9/10
- **Percent Certainty of Analysis:** 95%
- **Rationale:**
- The combination of DCE-RPC service control 
operations and the use of ADMIN$ share to execute a 
known tool like PsExec.exe strongly suggests that 
this is not a benign activity but a remote 
execution attempt. The operations performed are 
typical of an attacker gaining execution capability 
on a remote system to perform lateral movement or 
maintain persistence.
- The geographical context and the unexpected 
external control of internal resources elevate the 
risk and likelihood of this being a true positive 
for a remote execution attack.
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Log Summarization + Correlation - raw logs

{"#logtype":"etc_viz","#path":"etc_viz","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"lvuA76qZNQ5OQ34k4cSRly8Y_5_2_1724051789","@ingesttimestamp":"1724051879316","@rawstring":"{\n  \"c2s_viz.size\": 721,\n  \"server_p\": 80,\n  \"_write_ts\": \"2024-08-

19T07:16:29.779872Z\",\n  \"s2c_viz.size\": 155,\n  \"s2c_viz.enc_frac\": 0,\n  \"_path\": \"etc_viz\",\n  \"c2s_viz.enc_frac\": 0.7142857142857143,\n  \"c2s_viz.clr_frac\": 0.14285714285714285,\n  \"s2c_viz.enc_dev\": -1,\n  \"s2c_viz.clr_frac\": 1,\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  

\"s2c_viz.clr_ex\": \"Content-Type: application/octet-stream\",\n  \"c2s_viz.clr_ex\": \"Host: 17m4oq6jngoka7zxtoq1taebe1.com\",\n  \"viz_stat\": \"c\",\n  \"c2s_viz.enc_dev\": 0.5664705542999467,\n  \"_system_name\": \"sacramento\",\n  \"c2s_viz.pdu1_enc\": false,\n  \"server_a\": 

\"82.165.38.206\",\n  \"service\": [],\n  \"s2c_viz.pdu1_enc\": false,\n  \"ts\": \"2024-08-19T07:11:29.678606Z\"\n}","@timestamp":"1724051789779","@timestamp.nanos":"872000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-19T07:16:29.779872Z","c2s_viz.clr_ex":"Host: 

17m4oq6jngoka7zxtoq1taebe1.com","c2s_viz.clr_frac":"0.14285714285714285","c2s_viz.enc_dev":"0.5664705542999467","c2s_viz.enc_frac":"0.7142857142857143","c2s_viz.pdu1_enc":"false","c2s_viz.size":"721","s2c_viz.clr_ex":"Content-Type: application/octet-

stream","s2c_viz.clr_frac":"1","s2c_viz.enc_dev":"-1","s2c_viz.enc_frac":"0","s2c_viz.pdu1_enc":"false","s2c_viz.size":"155","server_a":"82.165.38.206","server_p":"80","ts":"2024-08-19T07:11:29.678606Z","uid":"CMPkeD1ygZxmOydEtj","viz_stat":"c"}

{"#logtype":"conn","#path":"conn","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"SIdkaHzxJeUU3bNZt8wxh0f9_377_80_1724051789","@ingesttimestamp":"1724051852188","@rawstring":"{\n  \"resp_pkts\": 6,\n  \"corelight_shunted\": false,\n  \"id.resp_p\": 80,\n  

\"resp_cc\": \"DE\",\n  \"spcap.url\": \"https://tme-smartpcap.training.corelight.io/spcap/v1/?uid=CMPkeD1ygZxmOydEtj\",\n  \"spcap.trigger\": \"all-unencrypted\",\n  \"suri_ids\": [\"SmFhdrRGaDXi\"],\n  \"duration\": 0.0156710147857666,\n  \"local_resp\": false,\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  

\"community_id\": \"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=\",\n  \"conn_state\": \"SF\",\n  \"id.resp_h_name.src\": \"DNS_A\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"id.resp_h\": \"82.165.38.206\",\n  \"id.orig_p\": 1048,\n  \"resp_ip_bytes\": 399,\n  \"orig_bytes\": 720,\n  \"local_orig\": true,\n  \"_write_ts\": 

\"2024-08-19T07:16:29.779872Z\",\n  \"orig_ip_bytes\": 980,\n  \"orig_pkts\": 6,\n  \"_path\": \"conn\",\n  \"missed_bytes\": 0,\n  \"history\": \"ShDadFfT\",\n  \"tunnel_parents\": [\"Cq1PPgs6bafnc8gt4\"],\n  \"id.resp_h_name.vals\": [\"17m4oq6jngoka7zxtoq1taebe1.com\"],\n  \"spcap.rule\": 1,\n  

\"resp_bytes\": 155,\n  \"resp_l2_addr\": \"52:54:00:12:35:02\",\n  \"_system_name\": \"sacramento\",\n  \"proto\": \"tcp\",\n  \"orig_l2_addr\": \"08:00:27:96:9e:33\",\n  \"ts\": \"2024-08-

19T07:11:29.678606Z\"\n}","@timestamp":"1724051789779","@timestamp.nanos":"872000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:16:29.779872Z","community_id":"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=","conn_state":"SF","corelight_shunted":"false","duration":"0.0156710147857666","history":"ShDadFfT"," id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206"," id.resp_h_name.src":"DNS_A","id.resp_h_na

me.vals[0]":"17m4oq6jngoka7zxtoq1taebe1.com","id.resp_p":"80","local_orig":"true","local_resp":"false","missed_bytes":"0","orig_bytes":"720","orig_ip_bytes":"980","orig_l2_addr":"08:00:27:96:9e:33","orig_pkts":"6","proto":"tcp","resp_bytes":"155","resp_cc":"DE","resp_ip_bytes":"399","resp_l2_add

r":"52:54:00:12:35:02","resp_pkts":"6","spcap.rule":"1","spcap.trigger":"all-unencrypted","spcap.url":"https://tme-smartpcap.training.corelight.io/spcap/v1/?uid=CMPkeD1ygZxmOydEtj","suri_ids[0]":"SmFhdrRGaDXi","ts":"2024-08-

19T07:11:29.678606Z","tunnel_parents[0]":"Cq1PPgs6bafnc8gt4","uid":"CMPkeD1ygZxmOydEtj"}

{"#logtype":"suricata_corelight","#path":"suricata_corelight","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"AzL96dqMelMAVlFD7T1CK1Nv_16_45_1724051489","@ingesttimestamp":"1724051604562","@rawstring":"{\n  \"alert.severity\": 3,\n  \"id.orig_p\": 1048,\n  

\"alert.category\": \"Unknown Traffic\",\n  \"pcap_cnt\": 0,\n  \"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.689355Z\",\n  \"suri_id\": \"SmFhdrRGaDXi\",\n  \"_path\": \"suricata_corelight\",\n  \"tx_id\": 0,\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"community_id\": 

\"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=\",\n  \"alert.gid\": 1,\n  \"alert.signature\": \"ET HUNTING Suspicious Empty Accept-Encoding Header\",\n  \"_system_name\": \"sacramento\",\n  \"alert.rev\": 2,\n  \"payload\": 

\"AAAAAAAAAAAAAAAAdXBkYXRlYyBIVFRQLzEuMQ0KSG9zdDogMTdtNG9xNmpuZ29rYTd6eHRvcTF0YWViZTEuY29tDQpBY2NlcHQtRW5jb2Rpbmc6DQpDb25uZWN0aW9uOiBjbG9zZQ0KQ29udGVudC1MZW5ndGg6IDU5Mg0KDQqtCjbpsApsd919jaC9Q0J7zl3x2tajqMPEQ7BRUFDhJKHl

1gc+pa4O6hHc47zftYd8B1wrula3c6Sfyb3ucoEBhnHnQUEQuWQAPUCBErXd6Yb729h6CEkAyGtTPOfGoDNt97nG4FFku2MONmrybYWU4bSf8Jwnl5JaeLRFSgv7opcdveTpCCV3mofNRuI9VoRk2FIB6W+/gdZCIa+57SmQEdAk6HE5rvUwIdRlAnifU5aPW625+OmdxdJPizrRRHMi6taOab6a+2bU4n

b21+GjCErBewVth6sfrdqI7VjybUT7gYhUPDshXfHjyJ7ESRTyVo2ERfsxZkxgn+SToo4Rc1Af+Xpu0/ce77cnfIL5zVIguiyJyf7w0haYqVUflcfrjGKgkIo+UIfJcXlfqL7Tt2Wb5R4mPJyvzhnOxg3UqyqSrhiH7W3bqt7FDPwjY69+khGq9EWML0AXSfyAoma1nCqdrkETJBpCOTUmD/zypgZhDPQFKGTKbsSVT

FQRoc1HAYOm58xSHPlI1S62pjb6dAp0gtzyotKJKtfpB890a0jjVHLocp8Limz4qqPEqO1Y/R5f0syvVRuz1aBDH+R4TTp4TRo3GPvFnCdzdeGCPB1TxN5pVf8O9WtGAo3b/AHxiwo+V7wXN2hWPma83NzR+06ZkbTUBy3IfRuJyZ0IeA6nuK9MI7O/arH4o9ZW1orjq2fki8OBZzVZ1OvqcJHdUU2JG7Mmoj

6S+rB1IsKejgIlSbBOgn/VwDCdKIqGW84FLhCpJhlP3V2up9t+z4mg\",\n  \"service\": \"http\",\n  \"flow_id\": 387953236334510,\n  \"alert.signature_id\": 2043026,\n  \"id.orig_h\": \"10.0.2.19\",\n  \"alert.action\": \"allowed\",\n  \"ts\": \"2024-08-19T07:11:29.688966Z\",\n  \"id.resp_h\": 

\"82.165.38.206\",\n  \"alert.metadata\": [\n    \"created_at:2022_12_28\",\n    \"deployment:Perimeter\",\n    \"performance_impact:Moderate\",\n    \"signature_severity:Minor\",\n    \"updated_at:2023_05_02\"\n  

]\n}","@timestamp":"1724051489689","@timestamp.nanos":"355000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-19T07:11:29.689355Z","alert.action":"allowed","alert.category":"Unknown 

Traffic","alert.gid":"1","alert.metadata[0]":"created_at:2022_12_28","alert.metadata[1]":"deployment:Perimeter","alert.metadata[2]":"performance_impact:Moderate","alert.metadata[3]":"signature_severity:Minor","alert.metadata[4]":"updated_at:2023_05_02","alert.rev":"2","alert.severity":"3","alert.sign

ature":"ET HUNTING Suspicious Empty Accept-Encoding 

Header","alert.signature_id":"2043026","community_id":"1:JpiBPscQKwvPtd9MkLRGP4v6Gls=","flow_id":"387953236334510","id.orig_h":"10.0.2.19","id.orig_p":"1048"," id.resp_h":"82.165.38.206","id.resp_p":"80","payload":"AAAAAAAAAAAAAAAAdXBkYXRlYyBIVFRQLzEuMQ0KSG9zdDogMTdt

NG9xNmpuZ29rYTd6eHRvcTF0YWViZTEuY29tDQpBY2NlcHQtRW5jb2Rpbmc6DQpDb25uZWN0aW9uOiBjbG9zZQ0KQ29udGVudC1MZW5ndGg6IDU5Mg0KDQqtCjbpsApsd919jaC9Q0J7zl3x2tajqMPEQ7BRUFDhJKHl1gc+pa4O6hHc47zftYd8B1wrula3c6Sfyb3ucoEBhnHnQUEQuWQAPUCBE

rXd6Yb729h6CEkAyGtTPOfGoDNt97nG4FFku2MONmrybYWU4bSf8Jwnl5JaeLRFSgv7opcdveTpCCV3mofNRuI9VoRk2FIB6W+/gdZCIa+57SmQEdAk6HE5rvUwIdRlAnifU5aPW625+OmdxdJPizrRRHMi6taOab6a+2bU4nb21+GjCErBewVth6sfrdqI7VjybUT7gYhUPDshXfHjyJ7ESRTyVo2ERfsxZk

xgn+SToo4Rc1Af+Xpu0/ce77cnfIL5zVIguiyJyf7w0haYqVUflcfrjGKgkIo+UIfJcXlfqL7Tt2Wb5R4mPJyvzhnOxg3UqyqSrhiH7W3bqt7FDPwjY69+khGq9EWML0AXSfyAoma1nCqdrkETJBpCOTUmD/zypgZhDPQFKGTKbsSVTFQRoc1HAYOm58xSHPlI1S62pjb6dAp0gtzyotKJKtfpB890a0jjVHLocp8Lim

z4qqPEqO1Y/R5f0syvVRuz1aBDH+R4TTp4TRo3GPvFnCdzdeGCPB1TxN5pVf8O9WtGAo3b/AHxiwo+V7wXN2hWPma83NzR+06ZkbTUBy3IfRuJyZ0IeA6nuK9MI7O/arH4o9ZW1orjq2fki8OBZzVZ1OvqcJHdUU2JG7Mmoj6S+rB1IsKejgIlSbBOgn/VwDCdKIqGW84FLhCpJhlP3V2up9t+z4mg","pcap

_cnt":"0","service":"http","suri_id":"SmFhdrRGaDXi","ts":"2024-08-19T07:11:29.688966Z","tx_id":"0","uid":"CMPkeD1ygZxmOydEtj"}

{"#logtype":"http","#path":"http","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"wGwt7RHNdl1ptBbcBxlwVoUJ_25_194_1724051489","@ingesttimestamp":"1724051593573","@rawstring":"{\n  \"id.orig_p\": 1048,\n  \"status_code\": 200,\n  \"request_body_len\": 0,\n  

\"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.688375Z\",\n  \"server_headers\": [\n    \"Server:nginx/1.6.2\",\n   \"Date:Wed, 17 Dec 2014 14:23:35 GMT\",\n    \"Content-Type:application/octet-stream\",\n    \"Content-Length:0\",\n    \"Connection:close\"\n  ],\n  \"_path\": \"http\",\n  

\"version\": \"1.1\",\n  \"tags\": [],\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"trans_depth\": 1,\n  \"_system_name\": \"sacramento\",\n  \"status_msg\": \"OK\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"response_body_len\": 0,\n  \"ts\": \"2024-08-19T07:11:29.688375Z\",\n  \"id.resp_h\": 

\"82.165.38.206\"\n}","@timestamp":"1724051489688","@timestamp.nanos":"375000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:11:29.688375Z","id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206","id.resp_p":"80","request_body_len":"0","response_body_len":"0","server_headers[0]":"Server:nginx/1.6.2","server_headers[1]":"Date:Wed, 17 Dec 2014 14:23:35 GMT","server_headers[2]":"Content-

Type:application/octet-stream","server_headers[3]":"Content-Length:0","server_headers[4]":"Connection:close","status_code":"200","status_msg":"OK","trans_depth":"1","ts":"2024-08-19T07:11:29.688375Z","uid":"CMPkeD1ygZxmOydEtj","version":"1.1"}

{"#logtype":"weird","#path":"weird","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"bEplkBf52nSGR8TlOYmkhWCP_7_10_1724051489","@ingesttimestamp":"1724051604842","@rawstring":"{\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"id.orig_p\": 1048,\n  

\"_system_name\": \"sacramento\",\n  \"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.683393Z\",\n  \"name\": \"line_terminated_with_single_CR\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"_path\": \"weird\",\n  \"source\": \"CONTENTLINE\",\n  \"ts\": \"2024-08-19T07:11:29.683393Z\",\n  

\"id.resp_h\": \"82.165.38.206\",\n  \"notice\": false\n}","@timestamp":"1724051489683","@timestamp.nanos":"393000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:11:29.683393Z","id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206","id.resp_p":"80","name":"line_terminated_with_single_CR","notice":"false","source":"CONTENTLINE","ts":"2024-08-19T07:11:29.683393Z","uid":"CMPkeD1ygZxmOydEtj"}

{"#logtype":"weird","#path":"weird","#repo":"amazing-logs","#sensor":"sacramento","#type":"corelight-json","@id":"bEplkBf52nSGR8TlOYmkhWCP_7_9_1724051489","@ingesttimestamp":"1724051604842","@rawstring":"{\n  \"uid\": \"CMPkeD1ygZxmOydEtj\",\n  \"id.orig_p\": 1048,\n  

\"_system_name\": \"sacramento\",\n  \"id.resp_p\": 80,\n  \"_write_ts\": \"2024-08-19T07:11:29.682404Z\",\n  \"name\": \"bad_HTTP_request_with_version\",\n  \"id.orig_h\": \"10.0.2.19\",\n  \"_path\": \"weird\",\n  \"source\": \"HTTP\",\n  \"ts\": \"2024-08-19T07:11:29.682404Z\",\n  \"id.resp_h\": 

\"82.165.38.206\",\n  \"notice\": false\n}","@timestamp":"1724051489682","@timestamp.nanos":"404000","@timezone":"Z","_system_name":"sacramento","_write_ts":"2024-08-

19T07:11:29.682404Z","id.orig_h":"10.0.2.19","id.orig_p":"1048","id.resp_h":"82.165.38.206","id.resp_p":"80","name":"bad_HTTP_request_with_version","notice":"false","source":"HTTP","ts":"2024-08-19T07:11:29.682404Z","uid":"CMPkeD1ygZxmOydEtj"}
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Log Summarization + Correlation

Logs fed to GPT with heavily 
engineered prompt to provide 
summarization and automated 
confirmation of alert.

LLM Response:

"The logs reveal a sequence of network activities involving a client 
with IP 10.0.2.19 and a server at 82.165.38.206, communicating over HTTP 
on port 80. Notably, the server is linked to a suspicious domain 
(17m4oq6jngoka7zxtoq1taebe1.com), as identified in the DNS resolution 
logs and further interactions logged under the connection and HTTP logs. 
The connection was established successfully with a normal termination 
(state SF), and the traffic included both encrypted and unencrypted data 
exchanges. The HTTP log entries indicate that the server responded with 
a status code 200 and content-type as application/octet-stream, which 
could be indicative of binary or non-standard text data being 
transferred, often a red flag for data exfiltration or malware 
distribution.

Additionally, a Suricata alert was triggered for ""Suspicious Empty 
Accept-Encoding Header,"" a tactic often used to evade standard security 
detection mechanisms that rely on typical header presence. The alert was 
categorized under ""Unknown Traffic"" with a minor severity, but such 
anomalies are crucial for security analysts as they can indicate 
attempts to exploit less commonly monitored aspects of HTTP traffic. 
Moreover, the presence of ""weird"" logs, such as 
""line_terminated_with_single_CR"" and 
""bad_HTTP_request_with_version,"" suggests non-standard HTTP practices 
which could either be a result of configuration errors or deliberate 
obfuscation attempts by malicious actors. These logs collectively 
suggest a need for further investigation into the nature of the data 
being transmitted and the intent behind these irregularities."
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Q&A

Thank You for Attending This Session

Please Ask Your Questions in Slack:
#2a-solutions-questions-for-speakers



Agentless Source of Truth: 
Using Your Network to Identify and 

Investigate System Intrusions

Rob Mathieson
Director, Public Sector Sales Engineering, ExtraHop

#2a-solutions-questions-for-speakers



Agentless Source Of 
Truth

Using Your Network Data to 
Identify and Investigate System 

Intrusions | August 2024



Network Forensics
Focuses On

Data transmitted over networks

Examination of live and historical data

Patterns and Behavioral Observation

Event Reconstruction

Network Forensics is more 
than just packets and 

signatures



Five 
Process 
Points Isolate, Secure, and 

Preserve data to prevent 
tampering or deletion

Identification

Presentation

Preservation

Analysis

Documentation

Examination and 
interpretation of the 
preserved activity or 
data

Full coverage of your 
entire ecosystem 

regardless of 
infrastructure

Summarize and 
explain the 

conclusions of 
analysis

Comprehensive records to 
include a detailed 

accounting of actions



Identification



Identification



Identification



Preservation



Preservation



Preservation



Preservation



Preservation



Analysis



Analysis



Analysis



Analysis



Documentation

ExtraHop RevealX 360 keeps 

records and packets for a 

defined amount of time based 

on mission requirement.

Records and Packets are 
exportable to external platforms 

for inclusion into purpose built 

reports or for long term storage



Presentation



Presentation

August Incident - Ongoing



Network 
Forensics

Isolate, Secure, and 
Preserve data to prevent 
tampering or deletion

Identification

Presentation

Preservation

Analysis
Documentation Examination and 

interpretation of the 
preserved activity or 
data

Full coverage of your 
entire ecosystem 

regardless of 
infrastructure

Summarize and 
explain the 

conclusions of 
completed or 

ongoing analysis

Comprehensive records to 
include a detailed 

accounting of actions

Packet Data Augments 

and Improves your Data 

Forensics Processes.

Look at the Network, not 

just the Host or the Log.



Let’s Continue the Conversation

Rob Mathieson
SE Director – Public Sector
RobertMA@ExtraHop.com

Extrahop.com/demo



Q&A

Thank You for Attending This Session

Please Ask Your Questions in Slack:
#2a-solutions-questions-for-speakers



Identity Threat Protection and AI: 
A Sympatico Relationship

Jeff Carpenter
Principal Product Marketing Manager, Delinea

#2a-solutions-questions-for-speakers



©delinea

ITDR and AI: A Sympatico Relationship

We’re so glad you’re here! 

Jeff Carpenter, CISSP, CCSP
Delinea
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What you will hear today

During this session, you will learn:

• The fundamental capabilities of Identity 

Threat Detection and Response (ITDR).

• How artificial intelligence (AI) is aiding in 

both preventing identity-related attacks and 

remediating them shortly after they happen

• Discuss how Delinea’s solution – Identity 

Threat Protection is helping organizations 

lower their risk of the identity compromise
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The Challenge: Identity is the Leading Attack Vector

“Threat actors continue to take advantage 

of assets with default, simplistic and easily 

guessable credentials via brute forcing 

them, buying them or reusing them from 

previous breaches.”  – 2024 DBIR page 42

What are we doing about it?



85%
of cyberattacks start with a compromised endpoint

Source: SANS Institute



Infrastructure-as-a-Service (IaaS)

The rising complexity: What do you actually control?

On-Premises

Software-as-a-Service (SaaS)

Infrastructure-as-a-Service (IaaS)

Identity Providers (IdPs)

employees vendors
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Focused on 

configuration, 

vulnerabilities 

Protect against 

phishing, malware

Viruses,  

Ransomware, 

Malware 

Perimeter has 

dissolved

90% of traffic is 

encrypted

Let’s take a step back…. Why does this matter? 

NETWORK SECURITYEMAIL SECURITY ENDPOINT SECURITYCLOUD SECURITY

Identity

Attacks
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What do we mean by Identity Security? 

What have the recent breaches at MGM, Uber, Ticketmaster, Okta had 

in common? 

If your employee’s credentials were discovered on the dark web right now, 

how protected are you?

Is your Active Directory / IdP configured properly?  How do you know? 

When did you last check?

Who has administrative rights in your Azure / AWS / GCP production 

environment? 

If an attacker landed in your network today, and stole an admin credentials, 

how far would they get? 

An employee is getting MFA bombed right now.  How can you tell?  

Can you stop it? 
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Identity Threat Protection and Response (ITDR)

Focuses on detecting and responding to identity-based threats

1 2 3 4

Discover ProtectDetect Respond

• Connect to your IaaS, SaaS 

and IdP systems

• Discover all identities 

(human and machine)

• View who has access to 

what

• Discover identity and IAM 

infra misconfigurations

• Automatically shut down 

suspect accounts or require 

additional MFA

• Feed high quality identity-based 

intel, alerts and signals to the 

SOC

• Integrate via APIs or webhooks 

to your existing security stack

• Detect identity-based threats and 

behavior anomalies

• Utilize advanced analytics, 

machine learning and behavioral 

analysis to understanding “typical” 

usage patterns

• Utilize real time risk scores to 

detect your riskiest identities

• Elevate your identity posture with 

continuous discovery of  identity 

threats, new users and user 

behavior

• Discover and fix identity 

misconfiguration to resolve identity 

posture issues
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AI-Driven to find the most urgent risks

• Machine learning/artificial 

intelligence approach

• Correlates identity 

incidents across the 

organization (ex. Brute 

force attack impacting 

multiple SaaS apps)

• Risk-scoring for 

prioritizing incidents
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Natural language queries find key insight

• Enter plain language 

searches to gather 

information

• Can be used by a 

cross-section of non-

identity personnel
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Continual detection across the entire organization

Detect identity-based attacks and malicious behavior across Identity 
Infrastructure, as well as Infrastructure-as-a-Service (IaaS) and Software-as-
a-Service (SaaS) apps
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Build context with high quality identity insight

• Visualize identity and 

access across the 

entire organization

• Find your riskiest 

identities

• Prioritize and fix 

identity 

misconfigurations
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Remediate threats

• Rapidly shut down 

suspected attacks in 

progress

• Automate remediation

• Proactively alert security 

operations

• Reduce workload on 

security operations, 

shorten response times
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Identity Threat 

Protection

PROACTIVELY DETECT 

AND ADDRESS IDENTITY-

RELATED THREATS

AI-Driven

Continual 

Detection

Remediate 

Threats

Unified 

Administration

Build Context



Platform

Identity Protection

Discover Identity Vulnerabilities, 

Misconfigurations, and Over-privileged Users
Detect Identity-based Breaches Remediate

Shared Capabilities

Continuous Discovery Audit and Analytics AI EcosystemMFA

Service AccountsMachine SecretsVaulting

Secure Credentials 

Remote Admin 
Access

VPN-less Browser 
Sessions

Privileged Remote Access

Servers Workstations Cloud

Privilege & Entitlement Elevation

Delinea’s expanding portfolio

Identity Governance & Access Controls

Identity Lifecycle Segregation of DutiesAuditing & AnalyticsAccess Review
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Thank You!



Q&A

Thank You for Attending This Session

Please Ask Your Questions in Slack:
#2a-solutions-questions-for-speakers



Responding to Pikabot: 
Gotta Evade'em All

Emre Güler
Senior Threat Reseacher, VMRay

#2a-solutions-questions-for-speakers



Gotta Evade ’Em All:

Defeating Pikabot's Advanced 
Evasion Attempts

Emre Güler
Senior Threat Researcher
VMRay GmbH
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Pikabot Overview

First Seen Classification

Threat Actor Evasion Techniques

Early 2023 (Down-) Loader
Backdoor

TA577 (Water Curupira)
Well known for distributing QBot
Distribution of Black Basta ransomware

Indirect System Calls
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A closer look to Pikabot

C2
Downloader

Pikabot went dark in 2024 
(Operation Endgame)

BUT,

we may see “powered-up” 
variants with enhanced core and 
loader modules

Loader

Injector (PE & Shellcode)
Backdoor
Command Execution
Data Collection

Core Module
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Delivery 
methods

Pikabot
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Delivery Methods
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⬧ SEO poisoning targeting AnyDesk installers

⬧ Installers are backdoored to execute Pikabot

AnyDeskMalicious Ads

Delivery Methods (1)

https://www.malwarebytes.com/blog/threat-intelligence/2023/12/pikabot-distributed-via-malicious-ads
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Hijacked Email ThreadEmail

Delivery Methods (2)
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⬧ PDF with download link

⬧ Downloading a ZIP archive, containing JavaScript

⬧ JavaScript downloads and executes Pikabot

PDFDocuments

Delivery Methods (3)
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Excel Documents with SMB/UNCRemote Drive

Delivery Methods (4)
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Excel Documents with SMB/UNCRemote Drive

Delivery Methods (4)
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⬧ JAR (Java Archives)

⬧ JavaScript

⬧ LNK files with curl.exe and rundll.exe

⬧ ISO/IMG disk files

... and many more

Delivery Methods (5)
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⬧ JAR (Java Archives)

⬧ JavaScript

⬧ LNK files with curl.exe and rundll.exe

⬧ ISO/IMG disk files

... and many more

Delivery Methods (5)
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⬧ JAR (Java Archives)

⬧ JavaScript

⬧ LNK files with curl.exe and rundll.exe

⬧ ISO/IMG disk files

... and many more

Delivery Methods (5)
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⬧ JAR (Java Archives)

⬧ JavaScript

⬧ LNK files with curl.exe and rundll.exe

⬧ ISO/IMG disk files

... and many more

Delivery Methods (5)
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Evasion 
techniques

Pikabot
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Evasion Techniques
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⬧ More than one CPU core?

⬧ More than 2GB of memory?

Limited resourcesHardware-based evasion

Evasion Techniques (1)
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⬧ Check system local settings

⬧ Check system language

⬧ Check keyboard layout

...

Refuse to run in certain countriesLanguage-based Evasion

Evasion Techniques (2)
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⬧ Sleep for certain time to hide behavior

⬧ Uncommon API used to pause sample execution

⬧ Beep()

Sleep via BeepTiming-based Evasion

Evasion Techniques (3)
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⬧ Set hook on memory regions

⬧ Detect access and changes to code or data

Memory Write WatchWatch for Sandbox Intervention

Evasion Techniques (4)
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⬧ Some Sandboxes emulate non-existing files

⬧ Sandbox detection by checking for non-existing files

Load Junk FilesSandbox Check

Evasion Techniques (5)

https://blog.didierstevens.com/2017/05/13/quickpost-wcry-killswitch-check-is-not-proxy-aware/

Example - WannaCry:
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Hook Evasion via Indirect System Calls

Evasion Techniques (6)
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Pikabot | Evasion Techniques

Uncovering
Indirect Syscalls
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From Userland to Kernel Mode

USERLAND KERNEL

sample.exe

..instruction..

..instruction..
call CreateProcessW

kernel32.dll

CreateProcessW

..instruction..

..instruction..
call NtCreateUserProcess

ntdll.dll

NtCreateUserProcess

..instruction..
mov eax, id
syscall
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kernel32.dll (continue)

..instructions..
call NtCreateUserProcess

EDR Monitor Hooks

USERLAND KERNEL

sample.exe

..instruction..

..instruction..
call CreateProcessW

kernel32.dll

CreateProcessW

jmp edr.dll

ntdll.dll

NtCreateUserProcess

..instructions..
mov eax, id
syscall

edr.dll (hook)

Monitor API Call



95

Bypassing EDR Monitor Hooks

USERLAND KERNEL

sample.exe

..instruction..

..instruction..
call CreateProcessW

ntdll.dll

NtCreateUserProcess

..instruction..
mov eax, id
syscall

kernel32.dll (copy)

CreateProcessW

..instruction..

..instruction..
call NtCreateUserProcess
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Using Native Functions

USERLAND KERNEL

sample.exe

..instruction..

..instruction..
call NtCreateUserProcess

ntdll.dll

NtCreateUserProcess

..instruction..
mov eax, id
syscall
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Using Direct Syscalls

USERLAND KERNEL

sample.exe

..instruction..
mov eax,NtCreateUserProcess.id
syscall
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Detecting Direct Syscalls

https://github.com/paranoidninja/Process-Instrumentation-Syscall-Hook/blob/main/etwti-hook.c
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Indirect Syscalls

USERLAND KERNEL

sample.exe

..instruction..

..instruction..
jmp

ntdll.dll

NtCreateUserProcess

mov eax, id
syscall
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Indirect Random Syscalls

USERLAND KERNEL

sample.exe

..instruction..
mov eax,NtCreateUserProcess.id
jmp

ntdll.dll

NtCreateAtomA

syscall
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SysWhispers2

https://github.com/jthuraisamy/SysWhispers2/tree/main



102

Transition-based Monitoring

  E  A   E  E 
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Takeaways

Pikabot
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Key Takeaways

1 2 3

Contemporary malware 
families are still focusing on 
circumventing sandboxes 
and EDRs with sophisti-
cated techniques.

Infiltration using multiple 
infection vectors: malicious 
ads, hijacked email threads, 
remote template injection, 
obscure file formats, 
UNC/MUP paths

User-land hooking is an 
increasingly unreliable 
logging and protection 
mechanism.



Q&A

Thank you.
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Resources | Thanks to the community

[1] https://redops.at/en/blog/direct-syscalls-a-journey-from-high-to-low 

[2] https://redops.at/en/blog/direct-syscalls-vs-indirect-syscalls 

[3] https://www.ired.team/offensive-security/defense-evasion/bypassing-cylance-and-other-avs-edrs-by-unhooking-windows-apis 

[4] https://www.paloaltonetworks.com/blog/security-operations/a-deep-dive-into-malicious-direct-syscall-detection/ 

[5] https://s3cur3th1ssh1t.github.io/A-tale-of-EDR-bypass-methods/ 

[6] Hand, M. (2023). Evading EDR: The Definitive Guide to Defeating Endpoint Detection Systems. No Starch Press.

[7] https://www.malwarebytes.com/blog/business/2024/03/pikabot-malware-on-the-rise-what-organizations-need-to-know 

Pikabot | VMRay Resources & IOCs

Sample with indirect syscalls    

E-Book: 

Curated IOCs  

https://redops.at/en/blog/direct-syscalls-a-journey-from-high-to-low
https://redops.at/en/blog/direct-syscalls-vs-indirect-syscalls
https://www.ired.team/offensive-security/defense-evasion/bypassing-cylance-and-other-avs-edrs-by-unhooking-windows-apis
https://www.paloaltonetworks.com/blog/security-operations/a-deep-dive-into-malicious-direct-syscall-detection/
https://s3cur3th1ssh1t.github.io/A-tale-of-EDR-bypass-methods/
https://www.malwarebytes.com/blog/business/2024/03/pikabot-malware-on-the-rise-what-organizations-need-to-know
https://www.vmray.com/analyses/_vt/dd2b6e3aa75d/report/overview.html
https://go.vmray.com/analysis-report-pikabot.pdf
https://www.vmray.com/pikabot-indicators-of-compromise/


Q&A

Thank You for Attending This Session

Please Ask Your Questions in Slack:
#2a-solutions-questions-for-speakers



Reducing Third-Party Application Risks: 
Shifting Correctly

Sasiel Saadon, 
Director of Engineering, Vorlon

#2a-solutions-questions-for-speakers

Mike Cioffi, 
VP of Customers, Vorlon
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Reducing Third-Party 
Application Risks:

Shifting Correctly

Sasiel Saadon Director of Engineering 

Mike Cioffi VP, Pre-Sales & Customer Success
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You have a visibility problem.
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Automation apps drive efficiency and productivity.

This communication is not monitored.

More apps communicate with each other.

1

2

3

4 Secrets provided to apps are over permissive.

5 Apps have access to excessive sensitive data.

Increased Third-Party API Communication
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More applications 
communicate with each 

other
83% Of all web traffic is comprised of API calls 

Source: Akamai 

Automation Has Increased Communication & Risk

Third-party breaches grew
year over year by 68%

“In short, those are breaches an organization 
could potentially mitigate or prevent…”
Source: Verizon 2024 Data Breach Investigations Report

Vulnerabilities as a way-in 
almost tripled from 

last year
180%

“Our ways-in analysis witnessed a 
substantial growth of attacks involving the 
exploitation of vulnerabilities as the critical 
path to initiate a breach…”
Source: Verizon 2024 Data Breach Investigations Report
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Third-Party Application Risks

Shift Left & Shift Right: How to Shift Correctly

Case Studies

Agenda
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Third-Party Application Risks

Sensitive Data Theft 
Sensitive Data that is 

consumed by third-party 
applications is often exposed 

in third-party attacks.

Supply Chain 
API Attacks 

Stolen API secrets 
can be used to move 

laterally across 
critical applications.

Ungoverned NHIs
Ungoverned NHIs with over 

permissive access and 
permissions can be 

exploited and abused by 
attackers.
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???

The frequency of 
API data breaches 
has increased

Q4 Q1 Q2 Q3

|  115

2024



©2024 Vorlon Inc. All rights reserved. Proprietary & Confidential©2024 Vorlon Inc. All rights reserved.

Shift Left vs  Shift Right? 

Just Shift Correctly!
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Shifting Left: Integrating Security Early

Traditional Shift Left Doesn’t Apply to Third-Party Apps!

● No access to source code
 

● No control over released versions

● Diverse security compliance among vendors

● Third-party application dependencies
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Shifting Left: How Can We Shift Left Indirectly?

● Vendor Evaluation & Risk Assessment

● Risk Profiling

○ Profiling a third-party app helps identify risks early

● Map the OWASP Top 10 API Security Risks

● Use a proactive approach when onboarding new apps

https://owasp.org/API-Security/editions/2023/en/0x11-t10/
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Shifting Right: What Is It & Where to Start?

● What is Shifting Right?

● Where to Start?

○ Map out your app-to-app integrations landscape

○ Real-time monitoring

● Identify Risky Apps
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Shifting Right: Why?

Benefits of Shifting Right:

Understand the risks of third-party apps

Respond to security threats in real-time

Gain visibility into the scope of a breach quickly

Reduce MTTD & MTTR

Reduce MTTC (Mean Time to Contextualize)
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● Shadow apps & Dormant / Ungoverned Secrets and Identities (NHIs)

● Over permissive API secrets

● Monitoring data shared between apps

● Detect anomalous app behavior

● Profile Risky Apps

● Reducing the MTTD / MTTC / MTTR

Visibility: KPIs
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Third-Party Data Breach: 

Case Study: How to 
Shift Correctly
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Summary: A Non-Human account with high privileges in the 
production environment was compromised.

https://sign.dropbox.com/blog/a-recent-security-incident-involving-dropbox-sign

Case Study: Dropbox Sign Breach

A third party gained access 
to a Dropbox Sign automated 
system configuration tool

““
On April 24th we noticed 
unauthorized access to the 
Dropbox Sign Production 
environment
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Summary: A Non-Human account with high privileges in the 
production environment was compromised.

https://sign.dropbox.com/blog/a-recent-security-incident-involving-dropbox-sign

Case Study: Dropbox Sign Breach

The threat actor then used 
this access to the production 
environment to access our 
customer database

“
The actor compromised a 
service account that was part 
of Sign’s back-end - a type of 
non-human account used to 
execute applications and run 
automated services

“
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Case Study: Dropbox Sign Breach

What data was exposed?

https://sign.dropbox.com/blog/a-recent-security-incident-involving-dropbox-sign

“
We discovered that a threat actor had accessed data 
including Dropbox Sign customer information such as 
email addresses, user names, phone numbers and 
hashed passwords, in addition to general account 
settings and certain authentication information such as 
API keys, OAuth tokens, and multi-factor authentication 
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The response to the Dropbox breach was reactive.

https://sign.dropbox.com/blog/a-recent-security-incident-involving-dropbox-sign

Dropbox recommendation steps:

● Reset user passwords

● Rotate All API keys

Case Study: Dropbox Sign Breach
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Reactive response to the Dropbox breach

https://sign.dropbox.com/blog/a-recent-security-incident-involving-dropbox-sign

Shift Correctly and Respond!

● Scoping - what is the business impact?

● Which applications are integrated with Dropbox Sign?

● Determine who owns API keys/tokens

● Revoking Tokens and API Keys

● What was the MTTR?

Case Study: Dropbox Sign Breach



©2024 Vorlon Inc. All rights reserved. Proprietary & Confidential©2024 Vorlon Inc. All rights reserved.

What does a proactive approach look like?

● Understanding the third-party applications landscape

● Determine Business Impact of an application by profiling each 
one of the applications on the critical path

● Continuous Monitoring (Traffic and Secrets)

Case Study: Dropbox Sign Breach
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Following the correct shifting approach reduce the MTTR & MTTC

Shift Left Strategies Shift Right Strategies

Shift Correct 

Case Study: Dropbox Sign Breach

○ Certifications

○ Audit capability

○ Vendor assessment on API security

○ Continuous Monitoring

○ Manage ungoverned NHIs

○ Behavioral profiling

○ Visibility into attack surface

○ Assess the scope of the breach quickly

○ Reduce MTTD/MTTR

○ Enforce security policies for NHIs

○ Adhere to security compliance
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Remediation / Response Actions

● Getting all used API Keys / Tokens via Python Script
● Rotation of API Keys / Tokens via Python Script

Case Study: Dropbox Sign Breach
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Remediation / Response Actions

Case Study: Dropbox Sign Breach

https://github.com/Vorlon-inc/vorlon-sans-dfir-2024-scripts
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Visibility problem, solved.
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Contact us at info@vorlonsecurity.com

Thank you!



Q&A

Thank You for Attending This Session

Please Ask Your Questions in Slack:
#2a-solutions-questions-for-speakers



Thank You to Our 
DFIR Summit Sponsors



Thank You for Joining Us!

DFIR Summit 
Solutions Track 2024

@SANSInstitute

SANS Institute

SANS Institute
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